Privacy Policy

This policy was last updated on March 12,2023
This privacy policy (“Privacy Policy”) constitutes a
legally binding agreement made between you,
(“you”) and the Government of Lebanon
represented by the Ministry of Public Health
(“we,” “us”, “our” or “MoPH"), concerning your
access to and use of the covax.moph.gov.lb
desktop website and mobile website (collectively,
the “Portal”, or “Site”).

This Privacy Policy covers the processing of
personal data pertaining to users in relation to the
vaccination plan implemented by the Ministry of
Public Health.

DEFINITIONS

“Personal data” means any information relating to
an identified or identifiable natural person; an
identifiable natural person is one who can be
identified, directly or indirectly, in particular by
reference to an identifier such as a name, an
identification number, location data, an online
identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person.

“Non-personally identifiable information” is data
that cannot be used on its own to trace, or identify
a person, such as aggregated data.

“Role-Based Access” is an approach that restricts
system access to authorized users, based on their
role within an organization.

“Usage Data" is usage related information such as
the time spent by a user on the Portal, the pages
visited, the date and time of visits.

SCOPE

This Privacy Policy has been established in
compliance with applicable local laws, such as law
no. 81 dated October 10, 2018 relating to
“Electronic Transactions and Personal Data” (Law
no. 81). Data protection and privacy principles
enshrined in international best practices (such as
Convention 108+ and the European General Data
Protection Regulation) have also been considered
when drafting this Privacy Policy.
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The Privacy Policy does not cover data through
which the identification of a natural person is not
possible, and which can be made available to the
public.

We are committed to privacy rights of the users
and visitors of the Site as mentioned in this Privacy
Policy. The Central Inspection (Cl) oversees, audits
and ensures the protection of your personal data.
The purpose of this Privacy Policy is to provide you
with a trusted environment as you use the Portal
and to exhibit our commitment to protecting your
personal data. The Privacy Policy is only applicable
to the Portal’s direct services and does not extend
to any other website or digital service that you may
access through our portals (if any), each of which
may have their own privacy policies that differ
from this one. This Privacy Policy relates solely to
the online information collection and use practices
of this Site. We recognize that you may be
concerned about the information you provide us
with, and how we manage it. This Privacy Policy has
been established to address those concerns.

Please read this policy carefully so that you can
understand what our policy and procedures are
with regard to the processing of personal data.

DATA CONTROLLER & PROCESSOR

As per applicable laws, your data controller for the
processing of your personal data on
covax.moph.gov.lb is the Government of Lebanon
- deciding what data is collected, why and how -
represented by MoPH. Your data processor is
MoPH, collecting, processing and analyzing the
data on the behalf of the controller.

WHAT DATA IS COLLECTED
The Portal will collect and process various types of
personal data about you as detailed below:
a. Full name
b. Age/Date of Birth
c. Gender
d. Address
e. Contact details (e.g., email address and
telephone numbers)
f. ldentification Document number (i.e., ID
or passport number)
g. ldentification Document
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h. Occupation
i. Health status information

Please note that when you fill in the forms on the
Portal, your responses are registered to enable us
to identify whether you’re eligible for the vaccine.

Whenever you access the Portal but choose not to
fill in the required forms, we will automatically
collect and process the following data solely for
analytics purposes as set out below:

a. Internet Protocol access;

b. Device type and name;

c. Browser type and version;

d. Pages that are visited and time spent on

the portal;

e. Date and time of visit;

f. Device operating system and version; and

g. Telecommunication service provider.

WHEN AND WHY DO WE COLLECT YOUR
PERSONAL DATA
The Portal collects information:
a. when you visit and use the Portal;
b. when you fill the form on the portal;
c. when the portal accesses your devices’
camera and photos
d. when you edit your information;
e. through website analytics services and other
technologies; and
f. when you send us an email or contact us
through any other method.

Whenever you access the Portal but choose not to
fill in the required forms, we will automatically
collect and process the above-listed data for the
purpose of improving your and other users’
experience on the Portal.

Please note that filling in the forms will allow you
to fully access the Portal’s services and allow us to
assess and determine whether you are eligible to
receive the vaccine.

If you choose to fill in the forms on the Portal on
behalf of someone else, you warrant that you have
obtained approval from the person to do so.
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Any processing of your personal data will be for the
following purposes:

a. To analyze entered information and
classify registered individuals into groups
and determine priorities in distribution
and accordingly assess distribution of
vaccine policy;

b. To organize distribution of vaccines across
Lebanese territory;

c. Analytics which would help us improve
your use of our website.

We will ensure that your personal data is
processed solely for the above-mentioned
purposes.

LAWFUL BASES

All processing of your personal data is based on the
following lawful bases:
a. your consent

b. Your and other users’ legitimate
interest in enrolling and obtaining the
vaccine; and

c. The performance of our legal

obligation to oversee the processing of
personal data by the Portal to identify
individuals who are

receiving the vaccine.

eligible for

DISCLOSURE OF PERSONAL DATA

Some of the personal information you share on the
Portal might be disclosed for validation and
authentication of the information and the
administration of the vaccine.

Parties with access to the information
It is important to note that disclosure is limited to
the data that is being verified and which would be
relevant to each party.
a. Dedicated staff within the Ministry of
Public Health for the audit and processing of
registries;
b. Vaccine centers who will be administering
the vaccine.
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Your personal data will be processed by the parties
specified in this section when applicable, subject
always to restrictions regarding confidentiality and
security such as encryption and anonymization, in
addition to a role-based access, in line with
applicable local data protection laws and
regulations as well as privacy principles enshrined
in international best practices such as lawfulness,
data minimization, purpose limitation,
transparency, accountability, and security.

Please note that the decision on eligibility to
receive the vaccine is solely based on automated
processing of the entered data.

We will not disclose your personal data to third
parties who are not authorized (by law, by
contractual obligation, or for any legitimate
interest) to process them. We will ensure that this
Privacy Policy will be regularly updated to include
any third party which might have access to your
personal data for any purpose.

Data that is not personal and that cannot be used
to directly or indirectly identify you, may be shared
and accessible by the public for their information
and use. For instance, public dashboards displaying
metrics of interest to the public (e.g., number of
individuals registered to receive the vaccine) may
be made available to the public without disclosing
any personal data.

RETENTION AND STORAGE OF DATA

The data collected through the portal is hosted by
OGERO. The equipment and main server are placed
within the Ministry of Telecommunications (MoT)—
OGERO and encrypted pursuant to high security
measures.

Your personal data will be retained for as long as
necessary to fulfill the purposes indicated above,
enhance user experience and use of the Portal,
comply with legal obligations, resolve disputes, and
enforce legal agreements and policies.

Usage Data for internal analysis purposes will
generally be retained for up to 5 years, after which
the data shall be anonymized and only used for
statistical purposes, except when this data is used
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to strengthen the security or to improve the
functionality of the Portal, or when a legal
obligation justifies retaining this data for a longer
period.

SECURITY

To provide the highest level of security to the
servers hosted by OGERO, the Central Inspection
has put in place and is overseeing the procedures
and technologies as per good industry practices
and in accordance with applicable laws, to
maintain security of all data from the point of
collection to the point of destruction However,
such measures do not offer a complete guarantee
of security.

Security measures include the hardening of
hypervisor, firewall, and physical server, as well as
a 24/7 monitoring of the data center facility.

OVERSIGHT AND DATA PROTECTION OFFICER

As per the law, the Central Inspection ensures
oversight on the protection of your personal data
when it is processed by the Portal for the purposes
stated above and is the custodian of its protection
and safeguarding.

As such, for any inquiries about how your personal
data is being processed or any other question
related to your privacy please contact the Data
Protection Officer:

Central Inspection

Data Protection Officer

Baydoun building, Bordeaux Street Verdun - Beirut
Lebanon

Email: info@cib.gov.lb

ACCESSING AND MODIFYING INFORMATION
Non-personally identifiable information may be
shared on the Portal and may be accessible by any
individual.

You, and any of your heirs, can access the collected
data and may request the data protection officer,
whose details are above, to hand over the
purposes, categories, source, subject and nature of
the processing, identification of the persons and
their categories to whom the personal data is being
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sent or those who can access the same, as well as
the timing and purposes of such access.

You, or any of your heirs, can ask MoPH to correct,
complete, update and erase personal data, which
is incorrect, incomplete, ambiguous, expired or
incompatible with the purposes of processing, or
the data that is not to be processed, collected,
used, saved or transferred.

You, and any of your heirs, will be required to
present sufficient documentation to verify your
identity to access and modify your information.

We will notify any third-party entity that has access
to the data of the amendments made at your
request or any of your heirs.

RIGHT TO OBJECT

You may object before the Data Protection Officer
whose details are above, for legitimate reasons, to
the collection and processing of your personal
data. However, you will cease to be entitled to the
right to object in the following circumstances:

a. When the Data processor is mandated by
law to collect and process your personal
data; or

b. When you have agreed to the processing
of your personal data.

RIGHT TO RESORT TO COURT

Please note that, in accordance with Law no. 81,
you, or any of your heirs, may resort to the
competent courts, in particular the Magistrate of
Summary Justice in accordance with the dispute
rules in order to ensure the exercise of the right of
access and correction and to report the
application of the provisions of the
abovementioned law.
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